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1 Definitions
Term Definition
CED Chief Executive Officer
Cliant Any natural or juristic person that received or receives services from

the company

Complainant

Any person who lodges a complaint with the Information Regulator

Complaint

{a] & matter reported to the Information Regulator in terms of section
78(1) and (2] of the Act;

(b & complaint referred to in section 7(1)0e) and 52(1) of the Act;

(c) & matter reported or referred ta the information Regulator Intems
of other legisiation that regulates the mandate of the Information
Regulator

Canditions for Lawful Processing

The conditions for the lawful processing of personal information as fully
sat gut In chapter 3 of POPI and In section 12 of this manual

Data Subject The person to whom Personal Information relates
A& calendar day, unless the lzst day of a specified period happens to fall '
Day o a Sunday ar public holiday, in which case it i caloulated exclusive of
that Sunday or public holiday (Interpretation Act, 1957 - Act Mo, 23 of |
| 1957}
DFCH De puty Information Officer
: The individual who is identified herein and legally appointed to ensure |
infarmation Ofticer/10 compliance with POPIA and PAIA .
hanual This marnual |
Minister Minlster of Justice and Correctional Services I
[a] For the Information Regulator 08:00-15:00, Manday to Friday
Office Howrs [exchuding public halidays),
(b} For designated offices: Hours during which the offices operate
! PALA The Promation of Access to information Act, No, 2 of 2000

Personal information

Information relating to an identifiable living person, or an identifiable
2xisking |l..II'|H|E! PeErson, |I'|-l:|-1.-|l.'-"|'IE but not limited o race, gender,
contact Info, biometrics, correspondence, apinions, and identifiess

any person who works for or provides services to or on behalf of the

Personnel company and receives or i entitled to receive remuneration, including
permanent, temporary and part-time staff, directors, and contractors
FOPI/PORIA The Protection of Personal Information Act, Mo, 4 of 2013

POPI Regulations

Regulations promulgated in terms of section 112(2} of POPI

[a] A natural person conducting business;

Private Body (B} A business partnarship;
[e} & juristic person not being a public body
Any operation or activity concerning personal information, 1n::|/u#ﬂju
| Processing collection, storage. dissemination, or destruction A
% Labaurnes P |
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Term Definition
Regulator Information Regulator established In terms of POPIA
Republic Republic of South Africa |
% et Any kegally accepted form of signature, including electronic signature |

where applicable
Az referred to in section 12 of the Electronic Communications amd
| Transactions Act, 2002 [Act Mo. 25 of 2002)

Writing

2 Purpose of the PAIA Manual
This PAIA Manual is useful for the public to:

2.1 Check the categories of records held by 2 body which are available without 3 person having 1o subrit
a formmal PALA request.

2.2 Have a sufficient understanding of how to make a request for access to a record of the body, by
providing a description of the subjects an which the body holds records and the categories of records
held on each subject.

2.3 Enow the description of the records of the body which are available in accordance with any othar
legislation,

24 Access all the relevant contact details of the 10 and D10 whao will assist the public with the records
that they intend to access.

2.5 Know the description of the guide on how touse PALA, 35 updated by the Regulator, and how Lo abtain
access o it.

2.6 Enow if the body will process personal information, the purpese of processing of personal
information, and the description of the categories of data subjects and of the information or
categories of information relating thereto,

27 Enow the rectprents or categonies of recipients to whom the personal information may be supplied.

2B Know if the body has planned to transfer or process persenal informaticen sutside of the Republic of
South Afrlca and the reciplents or categorles of recipients to whom the personzl information may be
supplied,

29 Know whether the body has approprizte security measures to ensure the confidentiality, integrity
and availability of the personal information which is to be processed.

3 Key Contact Detalls for Access to Information of Pelican Systems

N Chiaf information Officer

0 abowrr et
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Hame Cenise Micole Gould

Cantact number

031 563 7307

Email addres=

deniseéd pelican.coxa

a2 Deputy Information Officer

Mame [
Contact number N/a
Email addrass T

33 General contacts for acoess to information

Eriall address

deEniEa R palican.on 73

3.4 Mational or head office

Postal address

P O Box 40620, Redhill, Durban 4071

Physical address

793 Chris Hani Road, Redhill, Durban, 3071

Contact numbser

031 363 70y

Email

dienkse g ican.co.2a

Wwehsite

HiEps: ! Pvardd e, pislicn, Sog@a)f

g Guide on how to use PALA and how to Obtain Access to the Guide

4,1 The Regulator has, interms of cection 10{1) of PAIS, as amended, updated and made available the
revised guide on how to use PAILS ["puide™), in an essily comprehensible form and manner, as may
reasonably be required by a person who wishes to exercise any right contemplated In PAIA and POPIA.

4.2 The guide i5 available in 8ach of the official languagas and in brailka.

4.3 The aforesaid guide contains the descripticn of:
4.3.1 The objects of PALA and FOPIA;

432 The postal and street address, phone and fax number and, If pvailable, emall address of:

4321 ThelD of every public body, and

4322 Every IO of every public and private body designated in terms of section 17{1) of

PAlA and section 56 of POPIAL
4.3.3  The manner and form of a request for;

I Saerian 557a) of POPIA - Eoch pubic and arivese pody mast moie pronesian, & the manner grescribed’ in sechion 17 af e

Prasotion af dcopss ta infarmatian Ack, with the necagory changes, for the designation of sich o mimber of gersoad, if)
Fepaty infermonan offfcers os i recessary o perform the duties and responsibiiities os set oot iv séclion 551 of FORIA
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4.3.3.1 Access to a record of a public body contemplated in section 1172
4332  Access to a record of a private body contemplated in section 50°,
4.3.3.3  An Internal appeal,
4.3.3.4 Acomplaint to the Regulator,
4335 Anapplication with a court against a decision by the 10 of a public body, & decision
on internal appeal or a decision by the Regulator or a decision of the head of a
private body.
4.3.4  The provisions of sections 14° and 51° requiring a public body and private body, respactively,
to compile @ manuwal, and how to obtain access to a manual:
435 The provisions of sections 15% and 527 providing for the voluntary disclosure of categaries of
recards by a public body and private body, respectively;
4.3.6 The notices isued in terms of sections 22* and 54 regarding fees to be paid in relation to
requests for access)
437  The regulations made in terms of section 9217
4.3.8  The assistance available from the 10 of a public body in terms of PAIA and POPIA;
4.3.9 The assistance avallable from the Regulator in terms of PALA and POPLA; and
4.3.10 All rermedies in law available regarding an act or failure to act in respect of a right or duty

conferred or impased by PAIA and POPIA, including the manner of lodging.

4.4  Members of the public can inspect or make copies of the guide from the offices of the public and
private bodles, including the office of the Regulator, during normal working hours,

4.5 The gulde can alse be obtained:

4.5.1
452

Upon request to the 10,
From the website of the Regulator (hetps: Seraw justice gov,zafinforeg/)

¥ Spption 11 af PAL — & reguestar mest be given acoess 19 0 revard of o pubdis Gody I ihe reguesler cormplies with oif the procedurs)
requirements (m PALY relating to a reguest for access 10 Bhet record, and {f oécess to that fécord i not refirsed in terms of ooy
graund far sefusa condemplarag in Chispber 4 4 this Pare,

! spchion 50 af PALA - A requiestar must hé giver access o any recard of @ private hody If

{'a) that record is required for the exerclse ar profection af any righis;

(b that persan complies with the procetharnm Feguisamentd in PR relating $o a request for arcess o thot recara; and

[chaccess [ thol record @ not refided Ja termes of any ground far refusm condempdlared in Chapter 4 af phis Parr,

* Beption 14 of A - The (nformation Oficsr of o public body must wodehs and pullish Hre meaus) referned e b subsection (1) o
intervals of not maore then 12 months.

* Bectinn 51 of PAM - The information Qiflcer of @ private hody must tpdimte eod pulish the marus refemead be i subsectian [1) af
lagervaty af mar mare thiv 17 morbhs,

# Eection 15 of PAM - The information Officer of o publc hedy must updishe and pubish eay notice sseed under subisection (2] at
wntervaly of pot more thom 12 months,

? Section 52 of PAM — The head of & private bady must updats ond pubiish any natics issued ander subsectian (2) af iatervals of no
st thiv 13 moraths,

# Eectlon 22 of PAM — if moress to o recond i granted, the aotice must stole the aocess fee (i eyl reguired o be peid by the

reguesher.

* mection 54 of PAMA - f aceess to o record i granted, the motice must stote the access fee (1 oop) requirad to be poid by the

FEguEshes

10 Spotion 521110 af PAA = The Wnformanion Bepuinroy must dpdare omd pubiish pha guide refered 1o in subsection (1) ol indenols of

aod marg Phan fead peave /~)
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4.5 A copy of the guide i also available in the following three officiz| languages, for public inspection
during norrmal affice hours:
4.6.1 English.
4.6.2 Afrikaans,
4683 Zulu
5 Guide of Information Regulator
5.1 & guide to PALA and how to acoess mformation in terms of PAIA has been published pursusant to
saction 10 of PALA,
5.4 The gulde containg Information required by an Individual who misy wish to exarcise their rights in
terms of Pals
5.3 Should you wish to access the guide, you may request a copy from the 10 by contacting himy/her using
the detzils specified above,
5.4 You may alse Inspect the guide at the company’s offices during ordinary working hours,
55 You may alse request a copy of the guide from the Infarmation Regulator at the following details:
Fostal address F O Box 31533, Braamfontein, lohannesburg, 2017
Contact number +27 (10} 023-5200
Website o InforeEuiater g 2
Email PatACompliance  RE0 justios gov.2a
B Latest Motices in terms of Section 52{2] of PAIA

At this stage, no noticels) has'have been published on the categories of records that are available without
having to request access to them in terms of PALA,

7 Availability of Cartain Records in terms of PAIA
7.1 Categories of records of Pelican Systems which are available without 3 person having to request
BLCESS:
Available on | Available on
Category of Records | Types of the Record Wabsite Request
PaLA Manual | Company's current PAIA Manual X X
i :I Company profile, business activities, X ¥
LAy, e rriesr | contact details
Policies [public-facing) | Privacy policy, website cookles palicy X E
s
B Labournet P I
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Avallable on | Available on
Category of Records | Types of the Record
" = Website Request
. Consumer protection notices
sgal disclosures . '
it i disclaimers, terms and conditions A A
Mews and Company newslettars, maedia releases, ¥ X
announcemeants service updates
Public markating Brochures, product offerings, public % "
materials service descriptions
POPIA and PALA
| L Company's attendance registers an
| Bwarensss training . X
sy e training of POFIA and PAIA
PN i Supplier registration forms, B-BREE
sukillar Inlarmation [Brasd-Based Black Economic X
: . Empowerment) certificate (public
{if applicable)
it dacuments) |
Contact information Name, designation, emaill address, .
for 10 contast number
/.2 Description of the records/subjects of Pefican Systems which are available in accerdance with any
other kegislation:
artmant/
Category of Records lcable Legislation ep
Appl Subject Area
Company registration documents, ¢
Memarandum of Incorporation, Companles Act, 71 of 2008; PALS, 2 of Gﬂ-rﬂﬂ‘l‘ﬂl‘.‘f
board minutes, governance and 2000 quermnance |
Compliance

cartification recards

Supplier and vendor contracts,
purchase orders, import/export

Companies Act, 71 of 2008; Customs &
Excise Act, 91 of 1964; Consumer

Procurement /

documentation, compliance and Supply Chain
WSy cerifate Protaection Act, 63 of 2008 .
Product specifications, technical Consumer Protection Act, 68 of 2008: Proscluet I
manuals, performance tésts, safety | Mational Regulator for Compulsory Development /
and compliance certifications Specifications Act, 5 of 2008 Quality Control
Customer arders, quotations, Sales &
imvoices, returns, complaints, after- E;';:I:m:rf;:;mu" ACLBSRTA008; | siemiar
sabes support, warrantles e Service
Inventory and stock records )
twarelmr:using. damaged shack; Companies Act, 71 of 2008; Consumer | Operations /

king logs) Protection Act, &8 of 2008 Warehousing
Distribution and | Lics records:
delivery notes mﬁr fredght Road Traffic Act, 93 of 1996; Consumer | Logistics /

| documents, F of delivery Protection Act, &8 of 2008 Distribution

vl
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| | Department/
: Category of Records Applicakle Legislation subject Area

Emploves contracts, payrell and tax
records, personal details (ID,

Basic Conditions of Employment Act,
75 of 1997; Labour Relations Act, 66 of

contact details, addrass), 1995; Employment Equity Act, 55 of HE
qualifications, disciplinary and 1998, Skills Development Act, 97 of
training records 1998; POP1A, 4 of 2013
Workplace safety files; incident Oocupational Heal‘th.and Sefety Act, BS
; 4 of 1993; Compensation far SHEQ / Health &

reRats, PFElogs. OFS impectons, Docupational Injuries and Diseases Act, | Safety

1 fet li ’
contractor safety compliance 130 of 1893
Marketing and promotional Consumer Protection Act, 58 of 2008;
meterials: adverts, catalogues, Electranic Communications and Marketing &

campaigns, emailfSKk5 lists, social
media activity

Transactbons &ct, 25 of 2002; POPIA, 4
of 2013

Carmmunications

IT & digital systems: website user

Electronic Communlcations and

| R i

O, AR data, orlne oyder Transactions Act, 25 of 2002; POPIA, 4 | | o Date

processing, system access records, Frotection
of 2013

backup files

Financial records: Involces, recelpts, | Income Tax act, 58 of 1962; Value-

bank records, reconciliations, VAT Added Tax Act, 83 of 1991; Companies | Finance

returns, tax filings, audit reports Act, 71 of 2008

Customer feedback, complaints, Consurnar Pratection Act, 68 of 2008, Customer

reviews, satisfaction surveys POPIA, 4 of 2013 Service

Environmental & compliance
reconds; packaging disposal logs, e-

Mational Environmeantal Management

Environmental

waste recycling, electrical appliance ':'ct“' i e E“r'l.-ld:d HGRuCAr Manag.-eme nt/
5 esponslhility Regulations Coempliance

sefety compliance
Data subject consent forms, privacy
naotices, PAIA Manual, operator Protection of Personal Information Act, | Legal and
pgresments, processing activity 4 of 20013 Compllanece
records

| PALA Manual, secess requast logs, PFramation of Access to Information Legzl and
tralning records Act, 2 of 2000 Compliance
EIEthmr' CEAEIICARGNS BORCRE, Electronic Communications and information
“‘5'5“““.“‘: ANZENLE, webale term Transactions Act, 25 of 2002 Technology [IT)
and conditicns
Document retention and disposal Mational Archives and Records Service Records
scharduleés, archive bgs Act, 43 of 1926 Management

T3 The company holds and/or processes the following records for the purposes of FALG and POPIA:
73,1 PAlA: PAlA Manual: PALS guides; PALA records; PALA submission retords; swarenass fraining.
7.3.2  POPIA: Including, but not limited to, the following: 10 Registration Certificate; data breach
recards; retention records; awareness training,
7.3.3  Further information which may be made available upon request. )
© L abovarnet P wal
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74 The abeve-mentioned records may be requested; however, It shoukd be noted that there is no

guarantee that the request will be honoured. Each request wifl be evaluated in terms of PAIA and
any other applicable legistation

8 Reguest Process

8.1  Anindhidual who wishes to place a request must comply with all the procedures laid down in PAIA.

B.2 The requester must complete Form 02 of PAIA Forms (Request for Access to Record) herein, is
attached hereto and submit it to the 10 at the details specified herein,

23 The prescribed form as well as payment of a request fee and a depasit (if applicable] must be
submitted to the IO atfvia the postal or physical address, fax number or email address as s stated
herain.

8.4 The prescribed form must be completed with enough particularity to enable the 10 to determine:
241 The recordls) requested;

8.4.2 The identity of the reguastor;
.43  What form of access is required; and
244  The postal address or fax number of the requestor.

8.5 The requestor must state that the records are required for the requestor to exarcise or protect a
right, and clearly state what the nature of the right is so to be exercised or protected. An explanation
of why the records are requested is required to exercise or protect the right.

B& The request for access will be dealt with within 30 [thirty) days from date of receipt, unlass the
requestor has set out special grounds that satisfies the 10 that the request be dealt with sconer.

8.7 The period of 30 (thirty] days may be extended by not more than 30 (thirty) additional davs, if the
request is far a large quantity of information, or if the request requires a search for information held
at ancther effice of the company and the information cannot be reasonably obtained within 30
fthirty) days. The 1O will notify the requestor in writing should an extension be necessary.

BE  The IO must communicate a response to the request for access using Form 03 of PAIA Forms
{Outcome of Request and of Fees Payable) herein. This communication shall inform the requestor of:
8.81 The decision; and
£.B8.2 Fees payable

55 Im the event that the I is of the opinion that the searching and preparation of the recard for
disclosure would amount to more than six (B) hours, hefshe shall inform the reguestor to pay a
deposit not exceeding one third of the amount pavable.

8.10  Should the requestor have any difficulty with the form or the process laid out herein, the requestor
should contact the 0 for assistance,

¥ | abournet
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8.11

8.13

B.14

8.15

An oral request can be made to the 10 should the regquestor be unable to complete the form due to
illiteracy or & disabilty. The 10 will then complete the form on behalf of the requestor and provide a
copy of the form to the reguestor.

Form 2 of POPIA Forms {Request for Correction or Deletion] herein, is used by a data subject to
request the correction of inaccurate, outdated, incomplete, irrelevant, or misleading personal
information, and/or the deletion or destruction of personal information that is no longer necessary
or unlawfully abtained, in accordance with Section 24(1} of FOPIA. It ensures that responsible parties
malntain accurate and lewful records of personal data,

Form 3 of POPLA Forms {Application for the |ssue of a Code of Conduct) hereln is wsed by an industry
body, profession, or class of entities to apply for the issuance of a Code of Conduct under Section
211}k of POPIA. It aliows industries to self-reguiate how personal information is processed within
their sector, in fine with the conditions for lawful processing.

Form 4 of POPLA Forms (Request for Consent — Direct Marketing) herein enables z responsible party
to formally request a data subject's consent to receive direct marketing communications via
unselicited electronic means [e.g., 505, email), as required under Section 6912} of POPIA, It ensures
that individuals hewe control aver whether and how they are marketed ta,

Form 5 of POPIA Forms (Complaint Regarding Interference with Personal Information] herein allows
& data subject or complainant to submit a complzint to the IR concerning unlawful interference with
personal information; or a determination made by an adjudicator under POPLA, It provides an avenue
for recoursa and investigation in cases of non-compliance with data protection obligaticns.

Grounds for Refussal

The following are grounds upon which the company may, subject to the exceptions in chapter 4 of PALS,
refuse a request for access in accordance with chapter 4 of PAIA:

9.1 Mandatary protection of the privacy of a third party whe s a natural person, including a deceased
person, where such disclosure of persanzl information would be unressonable,
9.2 Mandatory protection of the commercial information of & third party, if the records contain:

0.2.1 Trade secrets of that third party;

0.2.2 Financial, commercial, scentific or technical information of the third party, the disclosure of
which could likely cause harm to the financial or commercial interests of that third party;
and/or

8.23 Information disclosed in confidence by a third party to the company, the disclosure of which
ceubd put thet third party at a disadvantage in contractual or other negotiations or prejudica
the third party In commercial competition.

0.5 mMandatory protection of confidential information of third partles if it Is profected in terms of Bny
agreement,
2]
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9.4 Mandatory protectlon of the safety of individuzls and the pratection of property.
9.5 Mandatory protection of records that would be regarded as privileged In legal proceedings.,

9.6 Protection of the commercial information of the company, which may include:

9.6.1 Trade secrets;

89.6.2  Financial/commercial, sclentific or technical infarmation, the disclosure of which could likeky
cause harm to the financial or commercial interests of the company;

9.6.3 Information which, if disclosed, could put the company at a disadvantage in contractual or
other negotiations or prejudice the company in commercial competition; and/or

.64 Computer programs which are owned by the company, and which are protected by copyright
and intellectual property laws.

8.7 Research information of the company or a third party, if such disclosure would place the research or
the researcher at a serious disadvantage,

0.8 Requests for records that are clearly frivolous or vexatious, or which imele an unreasonable
diversion of resources.

10 Remedies Should a Request be Refused

10.1  Hthe company does not have an internal appeal procedure in light of a denial of a request, decisions
rmade by the 10 is final.

102 The requestor may in accordance with sections 56(2) (c) and 78 of PAIA, apply 1o a court for relief
within 180 [one-hundred-and-eighty) days of notification of the decision for appropriate relief,

11 Fens

The following fees shall be payable upon requeest by a requestor:

Details Fea
Request fee [payablde on every request) R140.00 once-off
Photocopy of an A4 page or part thereaf R2.00 per page
Printed copy of an &4 page or part theraof R2.00 per page
Hard copy on flash drive (flash drive to be provided by requestor} | B40.00 once-off
Hard copy on a compact disc (compact disc to be provided by BA0.00 cacaoff
reguestor)
Hard copy on a compact disc {compact dise 1o be provided by the RE0.00 once-off
company|
Transcripthon of visual images per A4 page Ac per quotation of service provider
Capy of visisal images As per quotation of service proviger— |
i . i et el A
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| Details Feg

Transcription of an audio record

R24.00 per Ad page

Copy of an 2udio record on flash drive {flash drive te be provided

by the company)

by requestor) RA0.00 ance-off
Copy of en audio on a compact disc (compact disc 1o be provided

by reguestor) RA0.00 once-off
opy of an audio on a.compact disc (compact disc to be provided SR

Base/starting rate to search for and prepare the record for
disclosure

R145.00 per haur for each hour or
part thereof, excluding the first hour,
reasonably required for such search
and preparation (cannot exceed
R435.00 per reguest]

Rate to search for and prepare the record for disclosure

R435.00 per howr for each haur or
part thereof, excluding the first hour,
reasanably required for such search
and preparation [cannot exceed
total cost)

Postage, email or any other electronic transfer

Actual expense, ifany

12 Processing of Personal Information

121 Purpose of processing personal information:
12,11 To manage custaomer relstionships, including processing orders, deliveries, warranties,
returns, complaints, and after-sales service,
12.1.2 Te administer employee matters such as recruitment, payroll, training, workplace safety
compliance, and emplovment equity reporting.
12,13 To comply with legal, tax, regulatory, and contractual ebfigations, including financial
reporting, product safety requirements, and statutory audits.
12,2 Description of the categories of data subjects and of the information or categorles of information
refating thereto:
Categories of Data Subjects Personal Information that may be Processed
Customers/clients | Name, identity or company registration number, contact
details (address, phone, email), defivery information,
purchase history, payment and bank details, warranty and |
seryica records
Service providers/Suppliers Marm Mame, company registration and VAT numbers,
buziness contact details, contractual infarmation,
compliance certiflcates, trade secrets where relevant,
banking details !,/'F
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Employees | Name, address, contact details, identity/passport number,
gualifications, amployment history, payrall and tax
information, disciplinary records, training and skills records,
race and gender {for EE reportingl, health and satety records |
Contractoss { Technicians Name, contact details, qualifications, compliance and service
logs, safety certifications ]
Website / IT System Users Mame, contact details, login credentials, IP address, device
identifiers, cookie data, usage logs, consent preferences

i3 The Recipients or Categories of Reclplents to whom the Personal Information may be Supplied

Category of Personal information

Rodipients or Categories of Recipients to whom
the Personal information may be Supplied

Customer details (name, contact details, Logistics and delivery service providers, payment
purchase history, payment information processors, warranty and service partners, debt

tollection agencies (where applicable)

and safety records)

Employes information (kdentity number, South African Revenue Service (SARS), Department
payroll and tax details, qualifications, health | of Labour, South African Qualifications Autharity

[3A0A), training and accreditation bodias, medical
aid and pension fund administrators

(registration numbers, VAT detalls,

Supplier and service provider information Financlal institutions {for payments), intermal audit

and finance teams, regulatory authorities {e.g.,

contracts, compliance records, banking customs, product safety regulators)

details)

Contractor and technician information Accreditation bodies, eccupational health and
(qualifications, compliance and service safety regulators

recards)

Credit and payment history {custemers or | Credit bureaus, financial institutions, and debt
suppliers where credit terms are extended) | collection agencies

Security and compliance records JCCTV Security service providers, insurance companies,
footage, access logs, incident reports) and law enforcemeant where disclosiure |5 legally
Equlred

14 Planned Transborder Flows of Personal Information

Certain personal information may be transferred or stored outside of the Republic of South Africa in the

following Instances:

* Cloud-based storage and IT systems: Customer, supplier, and employee information may be stored
on secure cloud platforms [e.g., Microsoft, Google, ERP/CRM systems) hosted in the Eurcpean Union

ar United States,

& International suppliers and manufacturers: Limited order, supplier, and product-related infarmation
may be shared with global partners for product sourcing, technical support, and warranty purposes,

=  Payment and e-commerte service

providers: Donor and customer paymeant information may ba

processed by trusted intemational payment gateways to complete secure onlinge fransaction
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141  General description of informathon security measures to be implemeanted by the responsible party to

15

15.1

15.2

16

16.1

16,2

183

16.4

17

ensure the confidentizlity, Integrity and availability of the information:

14.1.1 Encryption and secure communication protocols = all sensitive data is encrypted both In
transit (S5L/TLS) &nd at rest on secure sarvers,

14.1.2 Access control and authentication — role-based access rights, multi-factor authentication,
and strong password management practices are implemented,

14.1.3 Cybersecurity and maonltoring safeguards — firewslls, anti-virus and anti-malware solutions,
intrusion detection, and regular vulnerability testing are applied,

Availability of the Manual

& copy of the manual is avallable:

1511 On https:/ wens palican.co.zaf, orat any head office of Pelican Systems for public inspection
during mormal business howrs;

15.1.2 To amy person upon réguest and wpon the payment of a reasonable prescribed fee: and

15.1.3 Tothe Information Regulator upon request,

A fee for 8 copy of the manual, as contemplated in Annexure B of the Regulations, shall be payable
per each Ad-size photocopy made.

Objection to the Processing of Personal Information by a Data Subject

A data subject who wishes 1o object to the processing of personal information in terms of section
11{3}a]) or section 11(3){b) of the Act, must submit the cbjection to a responsible party at any time
during office hours of @ responsibie perty and frea of charge.

A data subject who wishes to object to the processing of personal infarmation must do 50 on a form
substantially similar to Form 2 herein, free of charge and reasonably accessible to a dats subject by
hand, fax, post, email, M3, or Whatsépp and or in any manner expedient to a data subject in terms
of section 11{3){a} of the Act.

& responsible party must, when collecting personal information of a data subject, notify the data
subject, In terms of section 18| 1)(hi[iv) of the act, of their right 1o object, a5 referred 10 in section
11(3] of the Act.

i an objection to the processing of personal information of & data subject is made telephanically,

such an objection shall be electronically recorded by a responsible party and upon request, be made
avallzble to the data subject in any manner, Including the transcription theraoaf.

Request for Correction/Deletion of Personal Information or Destruction/Deletion of Record of
Persanal Information

e
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17,1 A data subject has the right, In terms of section 24 of the Act, to request, whare necessary, the

7.2

173

17.4

17.5

17.6

12

correction, destruction, or deletion of his, her or its personal information,

A data subject, who wishes to requast a correction ar deletion of his, her, or its personal information,
&5 pravided for in section 24{1)(a) of the Act, has the rght to request cormection or deletion of
personal Information a1 any time and free of charge, if the personal information is inaccurate,
irrelevant, excessiva, out of date, incomplete, misleading or obtalned wnlzwiulky.

A data subject whowishes to request the destruction or deletion of a record of his, her, or its personal
Information interms of section 24{1)ib) of the Act, has the right to request the destruction or deletion
of & record of his, her or its personal Information at any time and free of charge, if 2 responsible party
is na bonger authorised to retain such information in terms of section 14 of the Act,

A request for correction to or deletion of personal information, as referred to in sub-regulation
12.11.2 or a reguest for the destruction or deletion of a record of personal information, as referred
to in sub=regulation 12.11.3 must be submitted o a responsible party on a form which & substantizlly
similar to Form 2 of POPIA Forms herein frea of charge and reasonably accessible to a data subject
by hand, fax, post, email, 3PS5, WhatsApp message or in any mannar expedient to a date subject.

A request for a correction or deletion of personal information by telephonic means shall be recorded
by 2 responsible party and such recording must, upon réguest, be made avallable to a data subject
I any manner, incleding the transcription thereof which shall be free of charge.

A responsible party must, within 30 {thirty) days of receipt of the outcome of the request referred fo

In sub-regulation 12.11.2 or 12.11.3, notify a date subject, in writing, of the action taken as a result
of the request

Updating of the Manual

The head of Pelicen Systems will update this manual on a regular basis.

[ Wame of #0 Denise Nicole Gould

Title of the head of the body Managing Director
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APPLICABLE FORMS
PALA Forms

Form O1: Request for a Copy of the Guide from an Information Officer [Regulation 3|
Form 02: Reguest for Access to Record [Regulation 7]
Form 03: Qutcome of Request and of Fees Pavable [Regulation 8]

L bk ki

Form 13: PAIA Request for Compliance Assessmaent Form [Ragutation 14(1)]

PFOPIA Forms

Form 2: Request for Correction of Deletion of Pesonal |nformation or Deletion of Record of Personal
Information
Form 3: Application for the lssue of 8 Code of Conduct

Form 4: Apolication for the Consent of a Data Subject for the Processing of Personal Information for the

Purpose of Direct Marketing

Form 5: Complaint Regarding Interferance with the Protection of Persenal Information for the Purpose

of Direct Marketing
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